Hopic Nel3: bpanamayap 11iki casicatbl

1) Iptables 6panamayapiHiH imIKi cascaTbl

2) Pfsense — NGFW GpannmayapiHiH iIIKi cascaTsl
3) Palo Alto 850 6panamayapiHiH imki casicaTsl

1) Iptables 6panamayapiHiH iIIKi casicaTbl

Chain INPUT ( DROP)
Chain FORWARD ( DROP)
Chain OUTPUT ( DROP)
root@gulzinat-VirtualBox:

Chain FORWARD ( DROP)
Chain QUTPUT ( ACCEPT)
root@gulzinat-VirtualBox: /home/fgqulzinat#
Input »xoHe output epexxeci OoiibIHIIA Xx)emi Tpaduri ambik, forward epexeci OolbIHIIIA
xel Tpaduri KaObIK

Chain INPUT (policy DROP)

target prot opt source destination
DROP all -- 16.160.10.186 anywhere
DROP all -- 10.10.10.0/24 anywhere

Chain FORWARD (policy DROP)
target prot opt source destination

Chain OUTPUT (policy DROP)
target prot opt source destination
root@gulzinat-VirtualBox: fhome/gulzinat# I

10.10.10.0/24 nuanazonsiHaarsl IP-agpecke OyraT Koo

/home/gulzi
INPUT DROP

fhome/gulzi
FORWARD DROP

/home/gulzi
OUTPUT ACCEPT

/home/gulzi
INPUT state NEW, ESTABLISHED ACCEPT

/home/gulzi

Chain INPUT (policy DROP 39
pkts bytes target prot

> TABLISHED

Chain (policy DROP @ packets, @ bytes)
pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination

TEK KipiC KOCBUIBIMIAPBIH OyFaTTay



/home/gulzi
INPUT tcp

/home/gulzi
INPUT ethl

® /home/gulzi

Chain INPUT (policy DROP)

target prot opt source (ERSHETS TN

DROP tcp 10.10.10.10 anywhere tcp dpt:ssh

DROP tcp anywhere anywhere tcp dpt:ssh

ACCEPT all anywhere anywhere state NEW,ESTABLISHED
DROP tcp anywhere anywhere tcp dpt:http

DROP tcp anywhere anywhere tcp dpt:http

Chain FORWARD (policy DROP)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

80 mopThIHAH OapJIbIK Kipic CypayiaapblH OyFaTTay

2) Pfsense — NGFW GpannmayapiHiH iIIKi cascaThl
https://pfsense.org — apHayJibl CaiiThI

E KELEASE NUIE> B SUUKLE LULDE

Select Image To Download

Version: 2.4.5-p1

Architecture: |ﬁ\MD64 (64-bit) v| 7]

Installer: |CD |mage(|50}|nsta|lerv|

Mirror: [New vork City, USA |

Supported by

DOWNLOAD -~ -
= =\ netgc

Mmnopt koHdurypaumii

BribepuTe KOHQMrypaLwo

Momanyiicra, BoiBEpUTE MCTOYHWAK ANA MMNOPTE KOHDMrYPaLWM. 3T MoKET BuiTh Kak NokansHaA GhainoBas cucTeMa ANA MMnopTa OVF apxwea, Tak v 0AMH M3 M3BECTHBIN
npoEaiaepos ofnayHeEx CEPEMCOE ANA MMNOPTE MALMHE! HENPAMYID M3 obnaka.

WcTounuk: | NMokansHaA dainosan cucTeMa -

Maxanykicra, epidepute dalin AnA MMNopTa KondMrypaun, VirtualBox B AaHHEIR MOMEHT NOAAEMHKMEAET MMNOPT KOHGMIYPaLMIA, COXPaHEHHEIX B OTKPEITOM GopMaTe
BupTyanusawm (OVF). BeibepuTe dain, 4Tobel npogommTe.

Daiin |D:'|,Bu1pTyaanaﬂ nabopaTopua 02122020 porpammel oT 02122020\NG-Firewall.ova | @



https://pfsense.org/

Wrnopt kondurypaumii

YKaxxuTe napameTpbl MMNOPTa

[anee NepedMcnieHbl BMPTYanbHEIE MALWMHBI 14 WX YCTPOICTEE, OMMCAHHEIE B MMIOPTHMPYEMOI KOHMrypawm, E
ABOIHBIM WENYKOM MEILM Ha BbIGPAHHOM 3NEMEHTE, NME0 OTKNKYMTE WCMONL3YA COOTBETCTEYHILLME ManoyKi,

BupryancHan cucrema 1
"f:é Iman
EH Tun rocteson OC
{:} Mpoueccop
& o3y
@ CeTesoi agantep
Iﬂ CeTeoi agantep
W <> Koutponnep (IDE)
@ BupTyaneHelid oBpas gucka
<> Koutponnep (IDE)
Bazcewid katanor

(3 OcHoeHaa rpynna

MG-Firewall

8 FreeBSD (64-bit)

4

4096 MB

Intel PRO1000 MT Desktop (32340EM)
Intel PROS1000 MT Desktop (82340EM)
Pllx4

MG-Firewall-disk001 . wvmdk

Pllx4

Ch\Users\TynezunarVirtualBox ViMs

FCEB-Intensive

Mo yMonYaHum MMnopTt OTMEHE

J O |m

elcome to pfSensze

Boot Multi User [Enterl
Boot [Slingle User
[Esclape to loader prompt
Reboot

Options:
5. [Klernel: kernel (1 of 2)

6. Configure Boot [Olptions...

W Vunopt kongurypauwm ..: Importing appliance 'D:\BupTyansHas n...
Importing virtual disk image 'MG-Firewall-disk001.vmdk' ... (2/2)

. rd
\\\// BpemeHW ocTanock: 31 cekyHaa

13% M

Autoboot in 2 seconds. [Spacel to pause




irtualBox Virtual Machine - Netgate Device ID: 907defel14833396fdab3

=% Welcome to pf3ense 2.4.5-RELEASE-pl (amd64) om FU =

WAN (wan)l -> em@® -> v4sDHCP4: 192 .168.0.16-24
LAN (lan) -» eml -> v4: 192.168.125.254-24

Logout (3SH only) 9) pfTop

fissign Interfaces 10) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Emnable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option:
3) Palo Alto 850 6panamayapiHiH imKi casicaTsl

M8 paloalto

NETWORKS Dashboard ACC Monitor Palicies Objects Network Device = Commit &8 [ Config~

o e

Admin From Client Session Start Idle For No data available.
Monitoring 192.168.143.220 Web 12/10 0:00s
Data Logs L+ P4l  No locks found
unknovin No data available.
unknown ACC Risk Factor (Last 60 minutes) =X
System Logs = X 0.0
% = -

Description

r user ‘Monitori

ing'. From:

it 29599 [ 196606




Interface Management Profile (Read Only)
Mame MGMT
Administrative Management Services
Permitted IP Addresses
v HTTP
V| HTTPS
Telnat

V| ssH

Network Services
v Fing
HTTP OCSP
SNMP
Response Pages
User-ID
User-1D Syslog Listener-551L

Ex. IPv4 192,168.1.1 or 192.168,1.0/24 or IPv6 2000:db8:123:1::1 ar
20071 :cdb8:173:1: /64

VLAN (Read Only)
Name Server vian

VLAN Interface  vlan
Static MAC Configuration




S
<
il
fi}
m

j
i

!

GlobalProtect Portal Configuration (Read Only)

Name

Network Settings

Interface  ethermeti/4

IP Address Type | IPv4 Only

IPv4 Address | 55.59.172.140/27

Appearance

Portal Login Page | factory-default
Portal Landing Page  factory-default

App Help Fage  None

Ethernet | VLAN | Loopback | Tunnel | SDWAN

—‘k| 15 items | =
Interface Interface Type :':;;Egem"t ;:; 1P Address Virtual Router Tag m“ JvirtEl ity Zone izﬁt
(=) ethernet1/1 Layer3 MGMT 192.168.4.1/24 default Untagged nane MGMT
(=) ethernet1/2 Layer3 ping 95.59.161.162/28 default Untagged nane Wi- )
Fi_Internet_Cutside
(&= ethernet1/3 Layer3 ping nane none Untagged nane none
(=3 ethernet1/4 Layer3 ping ©5.59.172.140/27 default Untagged nane internet
&= ethernet1/5 Layer3 ping naone none Untagged nane none
(&= ethemet1/6 Layer3 none default Untagged nane none
@ ethemet1f6.101 Layer3 MGMT 192.168.96.1/19 default 101 nane Local_Users
@ ethemnet1/6.102 Layer3 ping 192,168.128.1/19 default 102 nane Local_Users
@ ethemet1/6.200 Layer3 ping 192.168.200.200/24 default 200 none Accounts
(=3 ethernet1/7 Layer3 MGMT 192.168.7.1/24 default Untagged nane Servers
M| @3 ethemetl/s Layer3 ping 172.17.1.2{16 default Untagged none WiFi
&= ethernet1/2 Layer3 none none Untagged nane none
&= ethernet1/10 Layer3 naone none Untagged nane none
(&= ethernet1/11 Layer3 none none Untagged nane none
&= ethermet1/12 Layer3 naong none Untagged nane none

Ethernet Interface (Read Only)
Interface Mame | sthernstl/1
Comment | CISCO
Interface Type | Layar3
Netflow Profile | None

Config | IPv4  IPvE

Assign Interface To

Virtual Router | default

Security Zone | MGMT




Dashboard ACC Monitor Policies Objects Network Device & Commit ¢§ [ Config= Q Search

= = ©

« I, © © © =

Dynamic User To

Receive Time Type From Zone  To Zone Source Source User Destination FE Part Application Action
E) 12/08 21:40:23 | end internet Servers 185.229.86.52 95.59.172.155 443 == allow
E) 12/08 21:40:21 | end internet Servers 185.229.86.52 95.59.172.155 443 == allow
@) 12/08 21:40:118 | end Local_Us... | internet 192.168.96.105 185.38.14.170 17355 | bittorrent allow
E) 12/08 21:40:13 | end Local_Us... | Servers 152.168.128.4 152.168.7.72 389 Idap allow
E) 12/08 21:40:12 | end Local_Us.. Servers 152.168.128.4 152.168.7.11 389 Idap allow
E) 12/08 21:40:12 | end Local_Us... | internet 152.168.96.105 86.172.30.241 63683 | bittorrent allow
E) 12/08 21:40:11 | end Local_Us.. Servers 152.168.128.4 152.168.7.72 389 Idap allow
E) 12/08 21:40:04 | end Local_Us... | internet 152.168.96.105 155.4.33.80 51413 | bittorrent allow
E) 12/08 21:39:57 | end Local_Us...  internet 152.168.96.105 95,246.108.35 56886  bittorrent allow
EQ 12{08 21:39:50 | end Local_Us... | internet 192.168.96.105 141.136.118.82 60472 | bittorrent allow
E) 12/08 21:39:44  end Local_Us...  internet 152.168.150.114 £4.233.164.188 5228  google-base allow
E) 12/08 21:39:43 | end Local_Us... | internet 152.168.96.105 89,151.187.171 11776 | bittorrent allow
I E) 12/08 21:39:36 | end Local_Us...  internet 152.168.96.105 91.121.86.62 51413 | bittorrent allow
E) 12/08 21:39:29 | end Local_Us... | internet 152.168.96.105 189.33.64.144 17287 | bittorrent allow
E) 12/08 21:39:22 | end Local_Us...  internet 152.168.96.105 167.114.244.121 51413 | bittorrent allow
E) 12/08 21:39:15 | end Local_Us... | internet 152.168.96.105 51.15.1.168 33333 | bittorrent allow
I;_Q 1208 21:39:08 | end Local_Us... | internet 192.168.96.105 81.88.218.122 6881 | bittorrent allow
E) 12/08 21:39:06 | end Local_Us... | internet 152.168.96.105 178.234.248.173 6880 | bittorrent allow
E) 12/08 21:39:01 | end Local_Us...  internet 152.168.96.105 55.26.198.195 51413 | bittorrent allow
E) 12/08 21:38:54 | end Local_Us... | internet 152.168.96.105 163.172.215.188 6881 bittorrent allow
Policy Based
Dashboard ACC Monitor Policies Objects Network Device & Commit ¢8 [ Config~ Q Search

Name Tags Zong/Interface Address User Addrass Application Service Action Egres

1 | WiFi_domain_Access...  none m any any ﬁ 192.168.7.54 any any no-pbf none
& 192.168.7.51
& 192.168.7.52
& 192.168.7.65
& 192.168.7.66
& 192.168.7.57
&9 192.168.7.58

more...
2 | WiFi_to_local none m any any ﬁ Main_Building any any no-pbf none
3 | wifi_routing none m any any any any any forward etherr

4 | Local_to_bbb3 none i) Local_Users any any ﬁ 95.59.161.170 any any forward etherm




